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Talking points

IIoT in utilities

Utilities are early and extensive adopters
of IIoT technologies. Our survey reveals
where and how they are using them.

A cybersecurity dilemma

Utility companies are aware of cybersecurity
risks. So, why does comprehensive IIoT
cybersecurity remain a challenge?

Five concrete strategies

Learn how to institute and enhance
IIoT cyber hygiene by building a strong
cybersecurity foundation—and then
leveraging AI and automation for more
advanced capabilities.
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As Industrial Internet of Things (IIoT) technologies enable
increasingly intelligent automated equipment and
processes, utilities run an increased risk of cyberattacks.
Whether initiated by terrorists, cyber hackers or nation
state actors, successful attacks can result in devastating
consequences. Breaches of nuclear-based power plants
and energy grids can affect the provision of energy, while
cyberattacks on water facilities can lead to contamination
or denial of drinking water. The risks to citizen safety,
criticalinfrastructure and the environment are alarming.
Fundamental IIoT cyber hygiene, augmented with
automation and artificial intelligence (AI), is critical to
continuity of operations and service delivery for utilities.

Today, utilities leverage IIoT technologies in collecting
data to monitor assets, gain operational insights, and
improve efficiency and safety. Yet, as IIoT expands,
attempts to exploit and gain access to industrial control
systems (ICS) networks will continue. The attack surface
inan IloT-enabled environment can range from high-value
assets or services to critical workloads in the cloud. It also
caninclude process control systems in cyber-physical
systems and critical business, operational and consumer
data. For example, the U.S. Department of Homeland
Security (DHS) recently reported that the Dragonfly
espionage group accessed Human Machine Interfaces
(HMI) that control processes at several North American
power generation utilities. While inside the system, the
group copied configuration information and gained the
potential to sabotage or take control of the facilities.*
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IToT cybersecurity
in utility operations

70%

of utilities are deploying IIoT
technologies with—at most—
a moderate understanding
of IToT cybersecurity

64%

of power utilities rate
production disruptions/
shutdowns and the resulting
loss of public confidence
among their greatest IIoT
cybersecurity risks

NV 0

Utilities detect less than

= 50%

of their IToT cybersecurity
incidents themselves

To better understand the state of IIoT security, the IBM
Institute for Business Value (IBV) partnered with Oxford
Economics to survey 700 executives from industrial and
energy organizations in 18 countries, including 120 from
utilities. At the time of the survey, all 700 organizations
were implementing I1oT in their operations.

The research confirmed that utilities are early and
extensive adopters of IIoT technologies. Respondents
say their organizations primarily apply them for alarms,
meter reading and real-time equipment monitoring,
generating huge volumes of data that move across
supervision and control networks.

However, utility executives are apprehensive about the
security of their IIoT endpoints. Devices and sensors are
cited by 24 percent of respondents as the most vulnerable
parts of their IIoT deployments. Utility executives are also
concerned that data on these devices and sensors, as
well as on gateways, is not adequately protected. Twelve
percent of utilities are concerned with the vulnerability of
datain the cloud.



Cyberattacks on utilities

can have far-reaching health,
economic, environmental
and psychological impacts.

On average, the exposure of sensitive data is rated by utilities are more concerned with production disruptions
utilities as the highest impact IloT-related risk. This or shutdowns and the resulting damage to their reputations.
includes billing and revenue information (from smart More than half of all utilities are worried about the

grid and smart metering systems), control systems potential impact of regulatory violations and damage
information, and employee and customer data. Power to equipment (see Figure 1).

Figure 1

Utility market: High-impact IIoT cybersecurity risks
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Source: IBM Institute for Business Value benchmark study, 2018.

n=120; power = 77; water = 43
*Low n count (n<20) are statistically unreliable but can be considered directional when compared to remaining respondents.



What is cyber hygiene??

Cyber hygiene refers to baseline cyber practices that
organizations use in their cybersecurity programs, as
well as the steps organizations and users of computers
and other devices take to maintain system health and
improve online security. Often, these practices are
part of a routine to help ensure the safety of identity
and other details that could be stolen or corrupted.
Much like physical hygiene, cyber hygiene is regularly
conducted to ward off natural deterioration and
common threats.

Why haven’t utilities
closed the gap?

Utility companies are clearly aware of the cybersecurity
risks, but 70 percent say they have—at most—a moderate
understanding of IToT cybersecurity. Survey results reveal
that utilities lack fundamental IIoT cyber hygiene—the
organization, technology and processes required to
mitigate the risks. While power utilities have a way to go
before their operations can be called “secure,” they do
have a better grasp of the security needs of their IIoT
deployments and connected cyber-physical systems than
water utilities. Eighteen percent of power utilities have
formal IIoT cybersecurity programs to establish, manage
and update required IIoT cybersecurity tools, processes
and skills compared to only 2 percent of water utilities
(see Figure 2).

Figure 2

Understanding of IIoT cybersecurity and adoption
of formal cybersecurity programs
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Source: IBM Institute for Business Value benchmark study, 2018.

n=120; power = 77; water = 43
* Low n count (n<20) are statistically unreliable but can be considered
directional when compared to remaining respondents.



A majority of utilities have
only a moderate understanding
of IToT cybersecurity.

Although power companies’ programs are more mature

on average, the IToT cybersecurity capabilities of both
groups are nascent. They face significant challenges
that account for the gap between IIoT technology and
cybersecurity deployment and prevent comprehensive
IIoT cybersecurity (see Figure 3).

Forty-nine percent of water and 40 percent of power
utility executives surveyed are experiencing a
cybersecurity talent shortage. In addition, velocity and
scale are challenges when defending complex utility
infrastructures with numerous IIoT technologies. Our
research shows 44 percent of water and 30 percent of
power utility executives face such big data challenges.

Figure 3

The greatest challenges to securing utility IIoT deployments

Lack of highly skilled resources

Security big data challenges

Multiple regulations, standards, guidelines
Updating the existing industrial production network
Inability to identify and prioritize threats

Outdated smart systems or aging infrastructures

They struggle to effectively manage, analyze and apply
the dataingested by their security tools to support
detection and remediation efforts.

According to arecent report on attack activity trends, the
global median for the time between a successful breach
and its detection was 101 days in 2017.3 Our survey data
shows that it takes power and water utilities another 14
days and 18 days respectively to respond and restore
operations. In addition, our respondents tell us that about
half of utility IIoT cybersecurity incidents (53 percent of
power and 48 percent of water) are detected by third
parties rather than the utilities themselves.
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Source: IBM Institute for Business Value benchmark study, 2018.

Utilities selected the top three. n = 120; power = 77; water = 43

*Low n count (n<20) are statistically unreliable but can be considered directional when compared to remaining respondents.



Securing cloud-based
utility data

Electric control infrastructures in smart cities are
generating growing volumes of data related to traffic
flow, street lighting and safety sensors, as well as
distributed energy resources, energy flow and usage.
Cloud-hosted computing and storage resources offer
utilities the means to leverage this growing volume of
IIoT sensor data.

However, North American utilities in electricity
generation or transmission must comply with “critical
national infrastructure” regulations managed by
the North American Electric Reliability Corporation
(NERC) Critical Infrastructure Protection (CIP)
Committee. Therefore, they are not currently able
to transmit control systems information to publicly
shared cloud-hosted computing environments.
NERC CIP standards are used by the Federal Energy
Regulatory Commission (FERC) to help secure and
regulate the bulk electric grid, requiring utilities

to know who has access to their data and how it is
protected.”

IBM is working with NERC to evolve the Federal Risk
and Authorization Management Program (FedRAMP)
model, a standardized approach the U.S.
government uses to assess the security of cloud-
based systems. CIPC is evaluating the process to
determine if it can be used in an environment subject
to compliance with CIP Reliability Standards. The
FedRAMP model uses a trusted third party to verify
that controls are in place and monitored, improving
compliance and enabling the potential for accelerated
adoption of cloud in IIoT.®

Swift response to a breach is critical. A recent report by
Ponemon on the costs of data breaches reveals that the
faster a data breach can be identified and contained, the
lower the costs. It found that the extensive use of IoT
devices increases the cost per compromised record by
USD 5. Conversely, the average cost of a data breach for
organizations with fully deployed security automation is
approximately 35 percent less than that for organizations
without automation.*

Our respondents also report being challenged to apply or
comply with a plethora of regulations, standards and
guidelines (see sidebar: Securing cloud-based utility
data). In addition, 39 percent of power and 30 percent
of water companies from our survey have industrial
production networks and aging infrastructures that are
difficult to update. Security was an afterthought for many
early generation industrial control system applications,
such as the smart grid, and legacy devices were often
manufactured with lessened attention to security.

As aresult, replacing them can be both expensive and
impractical because newer devices are not always
manufactured with modern security features, and there
are limited windows in which to perform updates for
devices that run all day every day.® This is not likely to
change soon: As of September 2018, California is the only
U.S. state with an IoT security law, and it doesn’t go into
effect until 2020.6



The average cost of a data breach
for organizations with fully
deployed security automation
is approximately 35 percent less
than that for organizations
without automation.*

Closing the gap:
Building a strong defense

We suggest a two-pronged approach to closing the
cybersecurity gap. First, organizations should focus
on building a strong I1oT cybersecurity foundation and
establishing fundamental cyber hygiene. Once the
defensive foundation is in place, utilities can focus on
developing more advanced security capabilities using
Al and automation. This will take them further toward
overcoming their challenges and ensuring continuous
operations and service delivery.

Below are four strategies to help utilities establish a
strong foundation for fundamental IIoT cyber hygiene:

1. Manage IIoT cybersecurity risk at an
enterprise level.

Inadequately protected utility IIoT environments pose
risks to entire sectors of society. As a result, such risks

should be visible to and managed across the entire utility.

After defining a clear I1oT security strategy, utilities can
apply three practices to infuse IIoT cybersecurity
throughout the ecosystem:

— Formally establish an IIoT security program to define,
manage and update required IIoT cybersecurity tools,
processes and skills.

— Apply a combination of security and governance
frameworks, such as National Institute of Standards
and Technology (NIST) Risk Management Framework,
NIST 800 standards and ISO/IEC 27000-1, as
foundations to:®

- Identify critical data, assets and security boundaries.

« Identify vulnerabilities in IIoT systems, connected
production environments and people assets.

« Build and tailor a risk management framework.

« Assess risks and then document and execute plans
to mitigate them.

= Secure investment and communicate progress for
the most pressing security initiatives.

» Balance acceptable risk levels with business
objectives and compliance requirements.

— Form cross-functional security teams with representation
from IT security, engineering, operations, and control
system and security vendors. Forty-nine percent of power
utilities and 44 percent of water utilities we surveyed
leverage such teams. Working cross functionally can help
an organization develop a clearer understanding of the
differences between IoT systems, standard corporate
IT systems and operational equipment. It can also help
utilities leverage IT and operational technology (OT)
expertise to better protect systems and equipment
(see Figure 4).1°



Employee cybersecurity
education can increase
awareness and enhance
the effectiveness of
security operations.

Figure 4
Manage IIoT cybersecurity risk at an enterprise level
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Source: IBM Institute for Business Value benchmark study, 2018.
n=120; power = 77; water = 43

*Low n count (n<20) are statistically unreliable but can be considered
directional when compared to remaining respondents.

2. Operationalize and enforce IIoT cybersecurity.

As IIoT technologies become part of the critical
architecture of utilities, so too should security features.
Three practices can support building security features
as part of the architecture, integrating them into
operations and extending their effectiveness beyond a
company’s walls:

— Integrate IIoT cybersecurity into IT, OT and IIoT
operational processes. Sixty-four percent of power
utilities say they have, at a minimum, the infrastructure
and processes in place to securely provide new IIoT-
enabled offerings or services. Only 35 percent of water
utilities are at this point. Deploying IIoT systems that
are both high risk and complex requires not only
cybersecurity experts, but also OT experts to provide
guidance on the design and operation of cyber-physical
systems. We suggest adopting a secure systems
development lifecycle (SDLC) such as DevSecOps
and integrating activities to discover and reduce
vulnerabilities early.

— Increase employee visibility into IoT security operations,
IT and OT.** Eighteen percent of power and 12 percent
of water utilities focus on this as a preventative
measure. Cybersecurity education and awareness
activities are critical to achieve I1oT cyber hygiene
(see Figure 5).

— Define clear service level agreements (SLAs) for security
and privacy. This is especially important where there
is reliance on third parties. Only 16 percent of power
utilities monitor and enforce security requirements
through SLAs, while none of our water utilities
respondents leverage them. Maintaining controlled
access to data can help combat insider attacks and
prevent information from being stolen or compromised.
It’simportant to document who has entitlements to
access sensitive functions or data, as well as closely
monitor and audit the actions of those privileged users.1?
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Figure 5
Operationalize and enforce IIoT cybersecurity
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Source: IBM Institute for Business Value benchmark study, 2018.
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* Low n count (n<20) are statistically unreliable but can be considered
directional when compared to remaining respondents

3. Understand and limit the impact
of incidents and breaches.

Consider all the costs of a breach: response and
notification, damage to critical infrastructure, regulatory
fines, additional security and audit requirements, and
other liabilities and estimated damages. Understanding
which costs can be absorbed and which are potentially

catastrophic can help an organization correctly prioritize
its cybersecurity investments. Two practices in particular
can help limit the impact of a breach:

— Purchase cyber insurance to mitigate residual risk.
Forty-six percent of power utilities and 44 percent of
water utilities purchase cyber insurance to offset costs
involved with recovery after a breach or similar event.

— Contract with third parties for risk mitigation. Forty-two
percent of power and 48 percent of water utilities take
this approach (see Figure 6).

Figure 6
Understand and limit the impact of incidents
and breaches
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Source: IBM Institute for Business Value benchmark study, 2018.
n=120; power = 77; water = 43

* Low n count (n<20) are statistically unreliable but can be considered
directional when compared to remaining respondents.



4. Prepare an orchestrated response
toincidents and breaches

Utilities are faced with complex cyberattacks that shift as
they unfold, complicated infrastructures and a shortage
of cybersecurity skills. Technologies and processes that
enable a fast, dynamic and orchestrated response are vital.
We have identified four practices to help establish these
capabilities:

— Define incident response plans as part of the security
management plan. And if necessary, leverage third-
party incident firms for specialized expertise. Sixty-two
percent of power and 42 percent of water utilities have
tailored their incident response plans to address the
course of action for compromised IIoT components.

— Perform cybersecurity breach simulations. Twenty-two
percent of power utilities are taking incident response a
step further by performing breach simulations to help
identify which processes, people and tools to activate
in the event of a breach. Only 7 percent of water utilities
surveyed are performing simulations.

— Perform penetration tests and red team exercises.
Red teams are groups of ethical hackers that simulate
cyberattacks, allowing security leaders to stress-test
theirincident response plans, identify gaps and adjust
accordingly. Penetration tests help discover ad-hoc
vulnerabilities and maintain compliance with security
policies and data-privacy regulations. According to
our research, 37 percent of power and 26 percent of
water utilities are implementing these offensive
defense strategies.

— Perform regular field and plant situational awareness
and security operation center (SOC) monitoring. Field
and plant awareness exercises should be complemented
with an SOC team that continually assesses the
organization’s security posture, oversees security
operations and works closely with organizationalincident
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response teams. Just over a quarter of power utilities are
increasing their perception of complex operational
environments—such as power plants—that are critical for
decision makers, compared to only 14 percent of water
utilities (see Figure 7).

Figure 7

Prepare an orchestrated response to incidents
and breaches
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Source: IBM Institute for Business Value benchmark study, 2018.
n=120; power = 77; water = 43

* Low n count (n<20) are statistically unreliable but can be considered
directional when compared to remaining respondents.



Once the defensive foundations are in place, utilities
can focus on afifth strategy to build more advanced
capabilities:

5. Apply intelligent, automated threat
detection and response

To reduce the load on security resources, manual threat
detection can be reduced by implementing AI-driven,
automated investigation processes. Threats can be
systemically prioritized for customized alerts by defining
sensitive data and assets, network segments and cloud
services. Security tools can make sense of the large volume
of data they ingest by leveraging AL Following are five ways
to implement these capabilities:

— Apply advanced cybersecurity monitoring and analytics
forincident detection and remediation. Thirty-seven
percent of power utilities and 12 percent of water utilities
focus on analyzing IToT information rather than gathering
data to generate after-the-fact auditing and reporting.

— Implement Al technology for real-time security monitoring
and response. To keep up with IIoT information in real
time and obtain a complete picture of what is happening
in their environments, 20 percent of power utilities have
automated the collection, integration and analysis of
data from all possible monitoring points. This includes
system logs, network flows, endpoint data, cloud usage
and user behavior. Only 2 percent of water utilities
have implemented similar capabilities.

— Apply data mining and machine learning to automate
model building, track normal behavior and flag
anomalous activity. I1oT information from all monitoring
points provides an understanding of what’s “normal”
down to the network level. Machine learning can automate
building adaptive models of what is normal, track normal
behavior and flag anomalous activity that can signal new
threats. Eighteen percent and 5 percent of power and
water utilities report these capabilities respectively.

— Apply advanced behavioral analytics for endpoint
breach detection and response. Complement existing
technology with endpoint detection and response
mechanisms that monitor techniques used by malware
creators in recent attacks and fill the gap using pattern-
recognition technology powered by machine learning.
Twenty-six percent of power utilities tell us they use
behavior analytics that leverage machine learning,
versus 5 percent of water utilities.

— Apply data mining and machine learning for threat
intelligence. The right threat intelligence at the right
time empowers an SOC team to block attacks in real
time, predict attackers’ next moves and proactively
hunt for threats. Only 17 percent of power utilities and
4 percent of water utilities have systems to extract
information from their IIoT data streams and external
sources, apply machine learning to detect abnormal
behavior and predict items of considerable threat
(see Figure 8).

Figure 8

Apply intelligent, automated threat detection
and response
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Source: IBM Institute for Business Value benchmark study, 2018.
n=120; power = 77; water = 43

*Low n count (n<20) are statistically unreliable but can be considered
directional when compared to remaining respondents.
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A complete IIoT risk
assessment is critical
to developing a strong
security strategy.

For utilities, keeping the “lights on” or “water flowing” is
critical, so availability becomes a major security priority.
However, implementing multiple IIoT security controls,
practices and technologies without a full evaluation of IIoT
risk results in a lack of clarity. It can lead to mistakenly
prioritized IIoT cybersecurity investments. Without a
robust evaluation, utilities may end up with gaps where
key defenses are required. Cybersecurity practices and
technologies must be adopted as part of an overarching
IIoT security strategy and program and aligned with an
organization’s broader IT and OT risk and security
frameworks. It’s not about one specific tool or skill.
Security is about people, technology and processes, all
of which need to be well orchestrated to work properly. It’s
an effort of the entire ecosystem: utilities, government,
equipment providers and security vendors.
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Can your organization protect
infrastructure, the economy
and society?

» How is your OT security strategy
aligned with your organization’s overall
security strategy?

» How have you aligned IIoT security
practices with the organization’s
enterprise risk management framework?

» How are you integrating security tools
and management processes into the
organization’s security framework and
operational processes?

”

» How are you adopting a “security first
strategy and building foundational
security features across all aspects of
your IIoT design?

» How are you preventing threat
impacts, reducing disruption and
building capabilities to quickly recover
from attacks?
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For more information

To learn more about this IBM Institute for Business
Value study, please contact us at iibv@us.ibm.com.
Follow @IBMIBV on Twitter, , and for a full catalog of
our research or to subscribe to our newsletter, visit:
ibm.com/iibv.

Access IBM Institute for Business Value executive reports
on your mobile device by downloading the free “IBM IBV”
apps for phone or tablet from your app store.
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