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IBM Express Managed Security Services for Web Security Solution — Web copy

This document will be the primary content used to describe this service offering on the public IBM.com Web site.

OFFERING PAGE (Intro/Overview)

[BREADCRUMB TRAIL]

IBM Global Services > IT services > Services for midsize businesses > IBM Express Managed Services >Web security
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IBM Express Managed Security Services for Web security
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Better protection from Web-based threats
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[HEADLINE NEXT TO INTRO IMAGE]

The Web is a dangerous place. We’re the good guys.

[INTRO IMAGE — TBD]

[COPY]

As e-mail security offerings grow more sophisticated and are more widely adopted, malware authors are increasingly targeting the Web. Banking on the combination of unsecured Web sites and browser vulnerabilities, they often sabotage URLs to infect site users with viruses and other malware. Spyware, adware and phishing attacks can be difficult to identify and remove once your machines are infected. Industry analysts say that as much as 75 percent of all corporate machines are harboring some form of spyware.* In addition to slowing the performance of individual machines and your network, such attacks can compromise corporate data security, customer and employee privacy, and the overall continuity of your business operations.

Maintaining Web security is a two-way effort — while it’s important to keep unwanted material from entering your network, it’s also critical to prevent employees from accessing inappropriate Internet content, whether or not the access is deliberate. It’s possible that a high percentage of the time that your employees spend on the Internet is not related to their jobs. Surfing inappropriate content can slow employee productivity, while potentially exposing you to legal liability by helping to create uncomfortable working environments. And by tracking your employees’ use of non-work-related sites, hackers can get access to your company’s PCs. The next stop could be your network.

IBM Express Managed Security Services for Web security consists of three separate modules, each relating to a specific threat or combination of threats. The modules can be added or removed easily as your business needs change.

· Web anti-virus and anti-spyware: helps detect both viruses and spyware before they reach your network, and assists you in inhibiting any spyware that is already hidden on your PCs from uploading your critical information to the Internet

· URL filtering: helps you enforce your Internet access restriction policy by preventing employees from accessing unapproved or inappropriate Web content

· Web anti-virus, anti-spyware and URL filtering: a solution designed to address a broad range of Web security needs

The service is priced on a per-user, per-month basis and is designed to suit midsize business budgets — if your user group is between 25 and 250, you can expect to pay approximately US$5.12 per user, per month for our most comprehensive service offering.* 

A trial of IBM Express Managed Security Services for Web security is available for 30 days — you can get a full refund if you’re not satisfied.** 

The service includes a Web-based administrative console that enables you to monitor activity and customize service settings. In the event that your system is breached, you have access to the IBM Help Desk via a toll-free number, as well as access to the IBM Incident Response Team. 
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To speak to an IBM representative about the IBM Express Managed Security Services for Web security, please call 1 800 xxx-xxxx.
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How it works
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By providing four distinct service options, IBM Express Managed Security Services for Web security allows you to choose the services based on your company’s or organization’s needs. Our usage-based pricing structure is designed to help you keep your costs aligned to your business needs. 

Additional benefits to you:

· Access to the IBM Help Desk via a toll-free number 

· Access to the IBM Incident Response Team in the event that your system is breached

· The convenience and reduced up-front investment associated with a managed service

To learn more about how the IBM Express Managed Security Services for Web security works, click on the links below:

[ANCHOR LINKS]

IBM Express Managed Security Services for Web security – anti-virus and anti-spyware

IBM Express Managed Security Services for Web security – URL filtering

IBM Express Managed Security Services for Web security – anti-virus, anti-spyware and URL filtering
[BLUE BAR TITLE]

IBM Express Managed Security Services for Web security – anti-virus and anti-spyware
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What it does: The solution helps you detect viruses and spyware in Web pages and content, and helps you take actions to deny access to infected Web pages and content via your Internet browser application.

Why you need it: The security threat from the Web is increasing — in large part because it’s become increasingly harder for attackers to target e-mail. While many companies focus on desktop protection as their main line of defense, IBM Express Managed Security Services for Web security – anti-virus and anti-spyware is designed to offer a more proactive approach to this problem. The service is designed to help you detect viruses and spyware in user requests for Web pages or other content. Based upon your specific customer profile instructions, the service helps deny access to restricted Web pages or other prohibited content before the infected Web pages or content can get embedded in your machines and launch potentially devastating attacks against your systems.

How it works:

· Directs your inbound and outbound HTTP traffic to the service 

· Provides scanning of Web traffic against known virus and spyware definitions

· Helps you guard against new and undiscovered vulnerabilities using advanced analytics

· Forwards “clean” Web traffic to the end user

Why use IBM: Our technology is designed to detect previously unknown viruses and spyware; while other solutions typically are limited to lists of existing virus and spyware signatures. Updates are continually and automatically performed across the network. In the event of a new outbreak, updates are automatically applied, helping to provide zero-hour protection from even the most advanced forms of malware.

Back to top [link]
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IBM Express Managed Security Services for Web security – URL filtering
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What it does: The solution helps you in denying access to Web pages or attachments that are in violation of your company’s access restriction Internet policy regarding acceptable Web use. 

Why you need it: The solution is designed to help you increase employee productivity while reducing your potential exposure to the risks and liabilities associated with inappropriate Web content in the work environment. 

How it works: 

· Provides an easy-to-use, Web-based tool that allows you to configure the service based on your company’s access restriction Internet policy, which may include identifying prohibited sites, content and file types

· Directs your inbound and outbound HTTP traffic to the service

· Scans your Web traffic against the access restriction policy; and based upon your configuration and customer profile instructions, helps you deny user access to the inappropriate URL, Web page or content and prevent inappropriate or infected material from reaching your network

Why use IBM: By combining URL filtering with a sophisticated categorization database, our technology can provide an easy-to-use user interface and a reporting structure that can allow you to monitor Web activity easily and effectively throughout your organization. 

Back to top [link]
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IBM Express Managed Security Services for Web security – anti-virus, anti-spyware and URL filtering
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What it does: Combines all IBM Express Managed Security Services for Web security modules into one package designed to meet your business needs.

Why you need it: The security threat from the Web is increasing — in large part because it’s become increasingly harder for attackers to target e-mail. While many companies focus on desktop protection as their main line of defense, IBM Express Managed Security Services for Web security – anti-virus, anti-spyware and URL filtering is designed to offer a more proactive approach to this problem. The service is designed to help you detect viruses and other forms of malware in user requests for Web pages or other content. Based upon your specific customer profile instructions, the service helps deny access to restricted Web pages or other prohibited content before the infected Web pages or content can get embedded in your machines and launch potentially devastating attacks against your systems. The solution is designed to help you increase employee productivity while reducing your potential exposure to the risks and liabilities associated with inappropriate Web content in the work environment. 

How it works:  

· Directs your inbound and outbound HTTP traffic to the IBM service

· Scans Web traffic against known virus and spyware definitions

· Helps you guard against new and undiscovered vulnerabilities using advanced analytics 

· Forwards “clean” Web traffic to the end user with no noticeable delay in performance

· Provides an easy-to-use, Web-based tool that allows you to configure the service based on your company’s Internet access restriction policy, which may include identifying prohibited sites, content and file types

· Scans your Web traffic against the access restriction policy; and based upon your configuration and customer profile instructions, helps you deny user access to the inappropriate URL, Web page or content and prevent inappropriate or infected material from reaching your network

Why use IBM: Our technology is designed to detect previously unknown viruses and spyware; while other solutions typically are limited to lists of existing virus and spyware signatures. Updates are continually and automatically performed across the network. In the event of a new outbreak, updates are automatically applied, helping to provide zero-hour protection from even the most advanced forms of malware. And by combining URL filtering with a sophisticated categorization database, our technology can provide an easy-to-use user interface and a reporting structure that can allow you to monitor Web activity easily and effectively throughout your organization.
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How to buy
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IBM Express Managed Services offerings are designed to be easy to buy and easy to set up without breaking your budget. They can be a good financial deal when you consider that the services offers considerable opportunities for reducing costs, increasing productivity and reducing risk.
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Pricing
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Technical contacts within your organization

[BLUE BAR TITLE]
Pricing
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IBM Express Managed Security Services for Web security modules are priced on a per-user, per-month basis and designed to suit small to midsize business budgets. For example, if you have between 25 and 250 users, you could expect to pay approximately US$5.12 per user, per month for our most comprehensive service module.* A onetime setup fee of US$300 also is required. A trial of IBM Express Managed Security Services for Web security is available for 30 days — you can get a full refund if you’re not satisfied.**
[BLUE BAR TITLE]
Designed to meet your business needs 
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IBM Express Managed Security Services for Web security modules are part of the IBM Express Portfolio™ family of offerings. Created for midsize businesses, these offerings are designed to be easy to buy, easy to deploy and easy to use. You can choose from among a set of preconfigured options and usage-based pricing tiers to get the solution you want at a price designed to suit your budget. It’s easy to get started — simply contact your IBM representative or use the toll-free number provided here, or e-mail us to request a call.

Back to top [link]

[BLUE BAR TITLE]
Information we’ll need to get started
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In order to serve you better, your IBM representative will need to know the following:

· Any Web anti-virus, anti-spyware and URL filtering programs or services that you may already have in place

· Whether you have considered a hosted solution for your Web security needs 

· The number of unique users in your organization who would be served by your Web security system.

Back to top [link]

Technical contacts within your organization
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If you elect to purchase IBM Express Managed Security Services for Web security, we will send you detailed configuration guides to help with the setup process. We also will provide you with technical checklists to help you identify the proper technical contacts within your organization and to provide some insight into the setup requirements. Key contacts include your network administrator in charge of your firewall, your e-mail administrator and your Domain Name Server (DNS) administrator. 

Back to top [link]
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Setup and support

[BODY COPY / INTRO]

The five steps to technical enablement

Activating and managing IBM Express Managed Security Services for Web security is typically a five-step process. Note that references to “administrator,” below, are directed at either the designated contact within your organization or the IBM Business Partner representative who is managing the service on your behalf.

· You provide us with the technical data necessary to activate the service.

· We enable the service on our end.

· We provide instruction and guidance to your administrator.

· You enable the service on your end.

· Your administrator takes over the ongoing management of the service.

Back to top [link]

[BLUE BAR TITLE]
Support resources and hours
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A key advantage of the service is our commitment to providing support. The support package included with the offering encompasses the following:

· The convenience of a managed service, with Around the clock management of your Web security by our team of expert engineers and support personnel, including threat response

· Access to the IBM Help Desk 

· Access to the IBM Incident Response Team.

Back to top [link]
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Module administrator guides
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To help make it easy for your administrator to set up and manage IBM Express Managed Security Services for Web security, we provide step-by-step guides for each module we offer. 

[insert module guide download icons after each module name]

IBM Express Managed Security Services for Web security – URL filtering administrator guide

IBM Express Managed Security Services for Web security – anti-virus, anti-spyware and URL filtering administrator guide
The IBM Express Managed Security Services for Web security is designed to be set up in less than one day. We’ll provide you with a pre-installation checklist to highlight system requirements and then arrange a telephone conference with you to guide your representative through the installation process and train him or her on use of the solution. The installation involves pointing your mail exchange records to our facilities, setting your preferences and notifications, and assisting you with testing the solution.

In addition to Web security, we offer supplementary services, including:

· Installation, configuration and architecture services

· Recovery center, network and firewall services

· Backup and recovery services

· Around the clock access to IBM Help Desk

· Response-time service level agreements (SLAs).
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Frequently asked questions
[QUESTIONS AND ANSWERS] 

How significant is the security threat from the Web?

It is very significant. Because e-mail is now so well protected, the Web has become an easier target for attackers and phishers. Many companies have found that they were infected with spyware but did not know it.

If I already have Web security software running on my desktops, do I still need a managed Web security service?

Yes. Many companies find that managed Web security services offer a proactive approach. 

· IBM Express Managed Security Services for Web security is designed to detect viruses and spyware before they enter your network. This can help you prevent hard-to-detect spyware from lodging itself on your machines.

· The speed of emerging Web threats makes it hard to keep desktop software up to date. 

· Desktop solutions, with their constant need for updates, are more difficult and more expensive to manage than fully hosted solutions.

· The IBM solution is built on advanced analytics that are designed to detect viruses, spyware and inappropriate URLs at an early stage, many times even before they are recognized and listed in malware directories. That means that you can have increased protection against zero-hour outbreaks; you don’t have to be exposed while you wait to download updates to your desktop software.

· IBM Express Managed Security Services for Web security is designed to complement your existing security investments, including e-mail security systems.

Will scanning for Web threats affect the performance of my network? 

No. IBM Express Managed Security Services for Web security is designed to be invisible to your users. The service was designed so that the delay caused by scanning is virtually imperceptible, thanks to real-time parallel scanning on a finely tuned infrastructure with extremely high connectivity. 

What potential benefits can I expect for my investment in your managed services solution?

There are a number of benefits that clients can gain by using IBM Express Managed Security Services for Web security.

· Reduced risks: A single virus could take down your system for days, compromising corporate, employee and customer information, not to mention your reputation and brand. Spyware can expose confidential company and customer information to malicious users. When employees access inappropriate or unapproved URLs, they may unwittingly expose your company to spyware and other forms of Internet-distributed malware. At the same time, they may increase your legal liabilities due to inappropriate content appearing in the work environment. 

· Improved productivity: By reducing recreational Web surfing, you can help improve your employees’ ability to stay focused on their work. 

· Reduced total cost of ownership: There’s more to the cost of a security solution than just the headline price. A managed solution helps remove up-front investment costs, as well as reduce the costs associated with management, support, updates, downtime and complex implementations. 

· Scalability and usage-based pricing: Usage-based pricing means that you can scale the solution to meet changing business needs. If you add or subtract users, you can easily change the level of service you receive — and the price you pay. 

How much does the service cost?

Our prices are designed to suit midsize companies’ budgets. For example, if you have between 25 and 250 users, you could expect to pay US$5.12per user, per month for our most comprehensive service module.*
Are there startup costs, such as hardware investments or setup charges?

There is a small, onetime setup fee of US$300. If you intend to take advantage of the 30-day trial offer, you must sign a contract; though there is no advance fee.*
What happens if there’s a problem with the service?

The IBM Help Desk is available around the clock to a designated administrator via a toll-free number. You also have access to the IBM Incident Response Team in the event of a security breach. 

Are there any volume limits or bandwidth parameters restricting my use of the service? 

The price of the service is not tied to traffic volume or bandwidth used. Instead, we base our pricing on the number of users connected to the service. 

What is heuristic technology, and how does it help detect Web-based viruses and other malware?

A key differentiator for the IBM service is our reliance on advanced algorithms that are designed to detect previously unknown viruses, spyware applications and other forms of malware — an advantage over typical IT security solutions that simply rely on lists of already identified malware. Heuristic technology means that our software is designed to learn as it goes and become more effective with use. It is designed to recognize types of behaviors that signify malware, helping you detect viruses and malware before they are widely recognized. Of course, we combine this technology with the more traditional approach based on known malware signatures, too. Updates are continuously and automatically applied across the system, so you don’t have to worry about downloading the latest versions of virus-blocking software. 

* Actual pricing may vary according to number of users, number of services used, length of contract and other factors. Please consult your IBM representative or IBM Business Partner for the most current pricing.
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Business impacts of Web security
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Small and midsize businesses understand that the stakes are high when it comes to their e-mail systems. Customers and partners expect your e-mail system to be available around the clock — therefore an e-mail outage can affect your business. Your employee productivity can fall, revenue may be affected and your IT department must scramble to make repairs.

With e-mail now a mission-critical application, the need to prevent outages is more important than ever. Yet even under the best conditions, e-mail systems are vulnerable to natural, human-made, physical or technological disasters. And when your e-mail goes down, employee productivity slows significantly.

The traditional approach to achieving high availability and avoiding e-mail disruption has been to spend a significant amount of time, money and expertise on redundant systems that have to be deployed, managed and tested. The IBM Express E-Mail Recovery Solution is different because, while not infallible, it helps ensure e-mail is always up and running and it gives you improvements to availability, notification and recovery options at a fraction of the cost. Like all IBM Express Portfolio™ offerings, the Express E-Mail Recovery Solution is scalable. It is offered on a per-mailbox, annual basis — allowing you to easily adjust the solution to your changing needs. At just pennies per seat, per day, this managed services offering can help you better focus your IT resources while integrating easily with your broader business continuity plans.

Benefits for your business 

The system can help you to: 

· Safeguard your employee, customer and company information from unintentional exposure due to malware, identity theft and phishing scams 

· Safeguard your IT infrastructure and business continuity by eliminating performance degradation and system crashes

· Eliminate the need to invest in additional hardware and software solutions 

· Improve employee productivity by protecting desktop performance and preventing access to inappropriate content such as pornography, shopping, auction and other non-work-related Web sites

· Reduce calls to help desks and reduce the need to clean up infections at the desktop

· Streamline Web security configuration and administration through a Web interface

· Eliminate false alarms and unintentional visits to restricted URLs

· Safeguard your network bandwidth by detecting threats before they reach your network

· Reduce the need to continuously monitor new outbreaks or take down systems to update definitions

· Complement existing e-mail and Web security solutions 
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* Burk, Brian E, and Rose Ryan, “Worldwide Secure Content Management 2005-2009 Forecast Update” and “2004 Vendor Shares: Spyware, Spam, and Malicious Code Continue to Wreak Havoc,” IDC Report 34023, November 2005, p. 4


* Prices are current as of August 25, 2006, exclude applicable taxes, and are subject to change by IBM without notice.  Actual pricing may vary according to number of users, number of services used, length of contract and other factors. Please consult your IBM representative or IBM Business Partner for the most current pricing.





** Five days' prior written notice to IBM is required in order to cancel the services during the 30-day trial period.
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