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The network intrusion prevention system market continues to
mature and evolve at a rapid pace as smaller vendors innovate
and focus on specific markets. Vendors are starting to
incorporate adjacent market features, but there is little progress
in addressing emerging threats.

WHAT YOU NEED TO KNOW

This document is an updated version of the document published on 14 February 2008.
Network intrusion prevention systems (IPSs) can detect and block attacks, and can act as
pre-patch shields for systems and applications. IPS has long since eclipsed by multitudes the
intrusion detection system (IDS) market (see Figure 1).

MAGIC QUADRANT

Market Overview
The network IPS market is the successor technology to the IDS market. IPS contains all the
detection features of IDS, with two critical areas of improvement:

e |ntrusion prevention moves beyond simple attack signature detection to add vulnerability-
based signatures and nonsignature detection capabilities.

e Network IPS sensors operate at wire speeds to enable in-line automated blocking and
attack handling. Essentially, network IPS adds “block attacks and let everything else
through” security enforcement to the “deny everything except that what is explicitly
allowed” policy enforcement that first-generation firewalls provide.

Although the market for separate network IPS and firewall devices will continue through at least
2008, most next-generation firewalls (NGFWs) will use common processing engines to support
both functions in one product, even if there is limited interaction between the two products.

The network IPS market for stand-alone appliances continues to grow, from more than $700
million in 2006 to a forecast $1 billion in 2007. In 2007, there were challenges for market
leaders, with Sourcefire off to a bumpy start with its initial public offering (IPO), Internet
Security Systems working to integrate into IBM, and TippingPoint running into potential
barriers to the acquisition of 3Com by Bain and Company and Huawei to foreign interests.

Firewall vendors have been lethargic in improving their in-the-firewall IPS offerings, enabling the
stand-alone IPS market to expand faster than it would with competition from firewall vendors.
This is mostly because the update cycles for firewalls and IPS appliances have been out of
sync, but as enterprises look to replace first-generation IPS units, vendors with integrated
capabilities have an opportunity to grow at the expense of stand-alone IPS vendors.
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When enterprises compare products, signature
quality remains the most weighted and competitive
factor on shortlists. Most vendors employ some form
of external vulnerability research as an input to
signature creation. Some vendors, however, 7
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repurpose the open source Snort engine and/or
signatures, or other third-party signatures, resulting in
problems such as late or inaccurate signatures
(owing to poor translations or failure to accommodate
the detection signatures in an IPS role), or constraints
in innovation, as they potentially must follow the
technology direction of Snort. Vendors that invested
in their own primary vulnerability research, detection
engines and signature creation fared best in our
evaluation. Sourcefire owns the copyright on the
Snort license, putting the vendors that re-use Snort
at a competitive disadvantage, because they can be
seen as subordinating themselves to a competitor’s
road map and a potentially more-restrictive future
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attacks don’t simply go after unpatched PCs and
servers; they increasingly are using targeted malware
that requires more than simple, signature-based
detection. IPS vendors have not made major
advances in detecting and blocking these advanced
attacks. Although there has been some increase in
“zero day” attacks (which take advantage of
computer security holes with no solutions), zero-day
signatures, which are signatures for vulnerabilities not
yet publicly disclosed, remain controversial.
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The risk of reverse-engineering signatures has led
vendors that support these signatures to better
obfuscate them in 2008. A small percentage (Gartner estimates
less than 10%) of enterprises deploy zero-day signatures, and they

loss prevention (DLP). DLP is not a good fit for in-line blocking,

do not represent a major competitive factor. The creation of
custom signatures by end users is on the increase, although it is in
place in less than 20% of deployments, mostly for custom
applications or unusual protocols. If IPS vendors provide
capabilities for easy offline testing of signatures or filters effective in
detecting and/or blocking targeted attacks, then early adopter
(Type A) enterprises would increase their use of these features.

IPS products are starting to incorporate features from other
emerging security products. Early IPS product offerings include
post-connect network access control (NAC) enforcement and data

because most DLP concerns are in e-mail and outgoing Web
traffic, and effective DLP requires a tight connection to business-
specific policies to reduce false positives. However, IPS products
can provide simple features for detecting specific types of
information (such as credit card and social security numbers) that
may offer stopgap capabilities for organizations that are not yet
able to deploy DLP.
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Encrypted traffic is increasing gradually, a significant problem for
IPS. As the percentage of Secure Sockets Layer (SSL) and
otherwise encrypted traffic increases, it presents a growing “blind
spot” when SSL decryption is not in the product. A small proportion
of IPS placement points are less subject to encrypted-traffic
problems (for example, behind the analog-to-digital conversion or
Web server); however, for most deployments, these difficulties are a
growing concern. IPS vendors must include SSL inspection or
similar capabilities to meet this challenge. 802.1AE/AF-based
networks will support policy-based link encryption that can decrypt
traffic on links where IPS devices are located.

IPS pricing has destabilized significantly during the past 12 months.
In 20086, there was a consistent average of $50,000 per gigabits
per second (Gbps) of deep inspection. In 2007, there was
considerable price variance. This change is attributed to new IPS
features in some products (such as adding vulnerability
management integration), making direct product price comparisons
less possible, and to some vendors considerably increasing their
prices without much change in their products. Thus, enterprises
should weight price as a factor in product selections.

Performance, reliability and availability are key criteria for any in-line
device. Most vendors include in their base pricing bypass unit
modules enabling fail-open for copper ports. Several IPS products
are advertised as having speeds of 10 Gbps, although none has
any recognized third-party testing to support this claim. Sales of
appliances with speeds of 5 Gbps and greater are still rare and
often price-prohibitive, with many multi-Gbps placements served
with load-balancing several IPSs rather than with one large
appliance. As data center and switch IPS placements increase, so
will the requirement for these higher-speed devices. Administrative
console quality remains a competitive factor. This variance shows
mostly in the managing, provisioning and correlating of data from
large numbers of devices.

Market Definition/Description

The network IPS appliance market is composed of in-line devices
that perform full-stream assembly and deep inspection of network
traffic, providing detection using several methods, including
signatures, protocol anomaly detection and behavioral or
heuristics. This Magic Quadrant is for stand-alone network IPS
appliances. Network IPS also is provided in an NGFW, which is the
integration of an enterprise-class network firewall and network IPS,
and can be an embedded function in network infrastructure
equipment. NGFW capability and products not for the enterprise
are the subject of other research.

Inclusion and Exclusion Criteria

In this Magic Quadrant, we included only products that met
Gartner’s definition of network IPS, which is that the product must:

e Operate as an in-line network device that runs at wire speeds.
e Perform packet normalization, assembly and inspection.

e Apply rules based on several methodologies to packet
streams, including (at a minimum) protocol anomaly analysis,
signature analysis and behavior analysis.

e Drop malicious sessions that don’t simply reset connections; the
session drop must not be a block of all subsequent user traffic.

e Have achieved network IPS product sales during the past year of
more than $4 million in a customer segment visible to Gartner.

Gartner examined whether some firewall products that included IPS
(for example, Fortinet) merited inclusion. However, we found that most
firewalls that included IPS are being deployed for both capabilities.

We excluded products and vendors if:

e They are in other product classes or markets, such as network
behavior assessment (NBA). These products are not in-line IPS
but focus instead on networkwide anomaly detection. IPS
vendors are beginning to implement feeds from network
anomaly detection as a means of having intelligence from
across the network that can be used to prioritize blocking.

They are in other NAC product categories. These are not IPS
and are covered in other Gartner research.

e They are host IPS products — that is, software on servers and
workstations rather than an in-line device on the network.

Added
Vendors Added

Enterasys

Check Point Software Technologies

Dropped
Vendors Dropped

NFR Security (acquired by Check Point)

Evaluation Criteria
Ability to Execute

Ability to execute criteria are based on:

e Product/Service: This includes customer satisfaction in
deployments; we gave high ratings for proven performance in
competitive assessments, best-in-class detection and
signature quality.

e Overall Viability: This addresses the overall financial health of the
business and the prospects for continuing operations.

e Sales Execution/Pricing: This includes dollars per Gbps,
revenue, average deal size, installed base and use by managed
security service providers (MSSPs).

e Market Responsiveness and Track Record: This means
delivering on planned new features.

e Market Execution: This includes delivering on features and
performance, customer satisfaction with the features and the
features winning out over competitors in selections. We gave
high ratings in this category to vendors that deliver products
with low-latency and multi-Gbps, have solid internal security,
behave well under attack, have high availability and are
available ports that meet customers’ demands. Also highly
rated are vendors whose products offer speed of vulnerability-
based signature production, signature quality and dedicated
internal resources to vulnerability discovery.

e Customer Experience: This includes management experience
and track record, and depth of staff experience, specifically in
the security marketplace. Also important are low latency, rapid
signature updates, overall low false-positive and false-negative



rates, and how the product fared in attack events. Post-
deployment customer satisfaction, where the IPS is actively
managed, is a key criterion.

e Operations: This is the ability of the organization to meet its
goals and commitments. Factors include the quality of the
organizational structure, including skills, experiences,
programs, systems and other vehicles that enable the
organization to operate effectively and efficiently on an ongoing
basis (see Table 1).

Completeness of Vision
Completeness of vision criteria include:

e Market Understanding: This includes providing the correct
blend of detection and blocking technologies that meet and
exceed customers’ requirements. Also included are an
understanding of and a commitment to the security market
and, more specifically, the network security market.

e Market Strategy: This criterion includes innovation, forecasting
customer requirements, having a vulnerability rather than
exploitative product focus, being ahead of competitors on new
features and integration with other security solutions. Vendors
that rely on third-party sources for signatures or that have
weak or short-cut detection technologies scored lower.

e Sales Strategy: This includes pre- and post-product support,
value for pricing and providing clear explanations and
recommendations for detection events.

e Offering (Product) Strategy: This criterion emphasizes product
road map, signature quality, NGFW integration and
performance. Successfully completing third-party testing, such
as the NSS Labs’ group IPS tests and common-criteria
evaluations, is important. Vendors that reissue signatures, are
overreliant on behavioral detection and are slow to issue quality
signatures didn’t score well.

e Business Model: This includes the process and success rate for
developing new features and innovation, and R&D spending.

e \ertical/Industry Strategy: This criterion includes the ability to direct
resources, skills and offerings to meet the specific needs of the
market and a commitment
to vertical markets (for
example, MSSP and the
financial sector).

e Geographic Strategy: This includes the ability and commitment
to direct resources to meet the specific needs of geographies
outside the “home” or native geography directly or through
partners, channels and subsidiaries as appropriate for the
geography and market (see Table 2).

Leaders

Leaders demonstrate balanced progress and effort in all execution
and vision categories. Their actions raise the competitive bar for all
products in the market, and they can change the course of the
industry. To remain leaders, vendors must have demonstrated a
track record of delivering successfully in enterprise IPS
deployments and in winning competitive assessments. Leaders
produce products that provide high signature quality and low
latency, are innovating with or ahead of customers’ challenges
(such as using endpoint intelligence to make more-efficient
detections) and have a range of models. Leaders continually win
selections and are consistently visible on enterprise shortlists.
However, a leading vendor is not a default choice for every buyer,
and clients should not assume that they must buy only from
vendors in the Leaders quadrant.

Challengers

Challengers have products that address the typical needs of the
market, with strong sales, visibility and clout that add up to
higher execution than niche players. Challengers often succeed
in established customer bases but do not yet fare well in
competitive selections.

Visionaries

Visionaries invest in leading/bleeding-edge features that will be
significant in next-generation products and that give buyers early
access to improved security and management. Visionaries can
affect the course of technological developments in the market,
but they lack the execution skills to outmaneuver challengers
and leaders.

Table 1. Ability to Execute Evaluation Criteria

e Innovation: This includes Evaluation Criteria

R&D and quality
differentiators, such as
performance, management
interface and clarity of
reporting. The road map
should include moving IPS
into new placement points
and better-performing
devices, as well as
advanced techniques for
detecting and blocking
targeted attacks.

Product/Service

Sales Execution/Pricing

Marketing Execution
Customer Experience
Operations

Source: Gartner

Overall Viability (Business Unit, Financial, Strategy, Organization)

Market Responsiveness and Track Record

Weighting
high
standard
standard
standard
standard
standard

standard




Niche Players

Niche players offer viable solutions that meet the needs of some
buyers. Niche players are less likely to appear on shortlists, but
they fare well when given the right opportunities. Although they
generally lack the clout to change the course of the market, they
should not be regarded as merely following the leaders. Niche
players may address subsets of the overall market (for example,
the small or midsize business [SMB] segment or a vertical market),
and they often do so more efficiently than leaders. Niche players
frequently are smaller enterprises, produce only software
appliances and/or do not yet have the resources to meet all
enterprise requirements.

Vendor Strengths and Cautions

Check Point Software Technologies
Strengths

e Check Point Software Technologies completed the acquisition
of NFR Security with the updating and renaming of NFR'’s
stand-alone appliance IPS-1. Most customers find that the
majority of support issues that would be expected in such
transitions have passed. Thus, Check Point is a shortlist
contender for incumbent firewall installations where enterprises
seek only one invoice and support relationship.

e The operating system is robust and used in the Check Point
SecurePlatform firewall product.

e The Hybrid Detection Engine has a blend of detection
techniques, including the use of vulnerability signatures, protocol
analysis, network changes and some behavioral aspects.

e Check Point’s large installed base of firewalls and breadth of
channel provide a potentially huge market execution advantage.

Cautions

e NFR customers report a decline in signature issue frequency
and signature quality since the acquisition by Check Point.

e The IDS legacy of the product is apparent in that few
customers use the product in in-line IPS mode. Customers
often cite the IPS-1 interface as nonintuitive for tuning. One
year after the acquisition, there is still no integration of the IPS-
1 under the Check Point SmartCenter console.

e |PS-1 is rarely seen on Gartner customers’ shortlists, and
most customers’ impressions are unfavorable. Check Point
has an opportunity to gain a share of the IPS market by selling
IPS-1 to its firewall customers but will not do so without
increased marketing and product support.

Cisco
Strengths

e (Cisco offers a wide range of IPS platform selections, with
detection engine and signatures shared among stand-alone
IPS 4200 series appliances, add-in modules for the Adaptive
Security Appliances (ASA) firewall, and a software load and
add-in module for Integrated Services Router products. Late in
2007, Cisco released the 4270 IPS appliance, rated for 4
Gbps of throughput.

e The use of Cisco’s Security Monitoring, Analysis and Response
System (CS-MARS) product for security information and event
management (SIEM) is considered part of most Cisco IPS
purchases, because it provides extended correlation and
visibility of IPS alerts.

e (Cisco has accrued a significant IPS market share and
provides good international support. Enterprises that already
have a significant investment in Cisco security products or
that use Cisco Security Manager (CSM) are good shortlist
candidates for Cisco IPS.

e (Cisco IPS includes a Risk Rating feature that can be set to adjust
alerts based on factors such as the sensitivity of the asset being
protected, providing context for detection and blocking.

e (Cisco’s TrustSec architecture provides an attractive approach to
supporting network encryption without disabling in-line IPS.

Cautions

e The Cisco IPS management console, including CSM, does
not score well in shortlist competitions against most leading
IPS products.

¢ The Risk Rating feature setting can result in inexperienced IPS
administrators reducing the protection provided by the IPS.

e Users’ impressions are that Cisco focuses only on major
vulnerabilities. The Cisco IPS signature set has fewer signatures
than the industry average.

e Gartner customers often report that Cisco sales propose the
ASA product instead of the more appropriate 4200 product for
stand-alone IPS selections.

DeepNines Technologies
Strengths

e DeepNines has focused its IPS products vertically on the
kindergarten through grade 12 (K-12) education segments.
Moving from the broader market to a focused vertical approach
is a good specialization for DeepNines, considering that all
other IPS vendors are marketing to the wider market.

Table 2. Completeness of Vision Evaluation Criteria

Evaluation Criteria Weighting
Market Understanding standard
Marketing Strategy low

Sales Strategy low
Offering (Product) Strategy high
Business Model standard
Vertical/Industry Strategy low
Innovation high
Geographic Strategy high
Source: Gartner




The broad suite of DeepNines products, such as content
filtering and NAC, provides choices for vertical education
customers to expand their protection without having to deal
with multiple vendors.

Signature quality is reported as good to excellent.

Cautions

Low visibility in the Gartner customer base makes increasing
market and channel penetration difficult. The company’s
comparatively small size puts DeepNines at a disadvantage
when competing for large-enterprise business.

The absence of common-criteria certification is a showstopper
for federal customers and other high-security vertical markets,
such as finance.

Not having performance validation testing by an external
organization (such as NSS Group) lowers visibility and
believability in the high-end market but is less relevant with the
vendor’s new focus on the education market.

The time-for-signature release after the vulnerability
announcement is somewhat longer than the industry average.

Enterasys
Strengths

The networking background of Enterasys is evident in that
the Dragon IDS/IPS product line has an overall small rack
space footprint, making the products well-suited for
deployments such as MSSP/carrier/ISP where detection is
valued over blocking.

Management features include log compression and
NetFlow collection.

Cautions

Gartner has observed that most customers are not using the
Dragon IDS/IPS product in blocking mode, and Enterasys
markets the IDS capabilities over prevention and blocking.

An unusually large signature library (about five times the IPS
market average) and overreliance on Snort signatures are
indicative of low-fidelity or IDS-like signatures. Zero-day
signatures are not protected against reverse engineering.

Although there have been improvements, most enterprises do not
have high confidence in the overall financial viability of Enterasys.

IBM
Strengths

The new, purpose-built appliance from the acquisition of
Internet Security Systems, such as the Proventia GX6116
model, marks the transition that Internet Security Systems
made from software-based IPS to purpose-built appliances.

The X-Force vulnerability research team continues to provide
strong signature research quality. The Protocol Analysis Module
enables the addition of new protocol inspection capabilities,
such as shell code heuristics, without a product redesign.

The integration at the console of the Anomaly Detection
System NBA product with the Internet Security Systems IPS
provides passive broad network coverage to complement IPS
in correlation and network visibility.

IBM provides the Internet Security Systems business unit with a
wide sales and distribution network.

Cautions

There has been a significant reduction on shortlists of Proventia
IPS products subsequent to the acquisition of Internet Security
Systems by IBM. IBM is not seen in the market as having
network security as a core competence by network IPS buying
centers, and the challenge of Internet Security Systems
maintaining its previous focus as part of IBM is evident

For its newest product, IBM has listed the appliance throughput
capacity without deep inspection enabled. This has negated
much of the positive impact of the new models and has given
ground to competitors in higher-end placements.

Gartner customers often report that other IBM business units are
unaware of Internet Security Systems IPS products and that the
business units are as likely to push Cisco security products.

Juniper Networks
Strengths

Customers of Juniper Networks intrusion detection and
prevention products (Juniper Networks IDP) consistently rate
post-sales support very highly. Juniper’s sales have been
competitive in pricing and creativity, such as the offer of free
IPS migration assessments.

Juniper Networks IDP includes support for up to 250 virtual IPS
instances, rate limiting, integration with Juniper SSL virtual
private network (VPN) products so that threat information can
be linked to VPN sessions and user identity for action.

The Juniper console and centralized NetScreen-Security
Manager (NSM) rate highly in competitive assessments,
particularly for NetScreen firewall customers.

Cautions

Since our 2007 IPS Magic Quadrant, Juniper has not been
competitive in introducing updates and new features for its IPS
products, and its presence on shortlists has reduced accordingly.

Users of Juniper Networks IDP report that it can be difficult to
determine which signatures are enabled.

McAfee
Strengths

McAfee has a good variety of seven purpose-built IntruShield
appliances ranging in throughput from 100 Mbps to 2 Gbps,
with a new multi-Gbps platform expected in first-quarter 2008.

McAfee IPS is currently the only stand-alone IPS product that
provides inspection of SSL-encrypted traffic and supports a
high number of virtual IPS instances.

The McAfee network IPS can make a good shortlist contender
for enterprises using other McAfee security products — such as
NAC, vulnerability management (for example, Foundstone) and
ePolicy Orchestrator — or host IPSs.



Cautions

e McAfee is known more for host security offerings and often
isn’'t considered by enterprises and channel partners as a
strong network security provider.

e McAfee has been acquiring small security software providers,
which diverts engineering and management resources from the
network security side of its business.

NitroSecurity
Strengths

e |PS vendor NitroSecurity has included network flow analysis
(sFlow and NetFlow) for some NBA-like, behavior-based
detection in the NitroGuard IPS.

e The NitroView console is the nearly singular reason for
customers’ selections, with console capabilities, including good
correlation, handling large numbers of events and maintaining
real-time updating, even during pivot views. This has led
NitroSecurity closer to SIEM capability and to the introduction of
the NitroView SIEM product, which has expanded the customer
base and has created specialization in the IPS market.

e The low cost of NitroSecurity products makes them viable
choices for SMBs or enterprises that want to detect large
numbers of events.

Cautions

e As a smaller company, NitroSecurity has struggled for market
share against larger competitors and has had slow growth

e The migration to SIEM capability will further move NitroSecurity
from traditional IPS competitions toward single-vendor deals at
the lower end of the IPS market. The NitroGuard IPS detection
engine is based on Snort_Inline (which is a modified version of
Snort), putting NitroGuard at a competitive disadvantage
against Snort’s de facto manager, Sourcefire.

e Nitro’s visibility in the Gartner customer base is low.

Radware
Strengths

e The Radware DefensePro is a purpose-built IPS appliance that
uses a custom application-specific integrated circuit (ASIC) and
network processors.

e Radware offers low product and maintenance costs, as
compared with most competitors.

e Radware’s focus on behavioral assessment is unique in the IPS
market. When combined with traditional detection
mechanisms, this puts Radware in a strong position to address
emerging threats.

e Radware recently reorganized to put more sales, marketing
and product management focus on its security business.

Cautions

e Radware’s background in denial of service protection and its
focus on rate-based behavioral detection goes counter to the
IPS market and customers’ requirements.

e Radware has low visibility on shortlists, and Gartner has seen
most sales go to customers that already have Radware products.

e Radware asserts that IPS should operate in Layer 2 transparent
mode, but its product does have a Layer 3 mode, although this
not advertised widely.

Reflex Security
Strengths

e Reflex Security has made the migration from SMB-only
installations to more upper-midsize and enterprise deployments
with greater throughput appliances, including a model
advertised at a speed of 10 Gbps.

e The virtual security appliance IPS product can be installed in
VMware products offering network layer IPS for network traffic
entering the virtual machine, with installation in multiple
partitions by “drag and drop” rather than by manual installation.

e (Clients report high satisfaction with pre-sales and post-sales
technical and sales support.

e Reflex Security’s architecture and design enable it to compete
where the IPS deployment must operate as a “security switch.”

Cautions

e As a smaller privately held company, Reflex will face
increasing challenges as it tries to compete against larger
publicly traded vendors.

e Reliance on Snort signatures puts Reflex at a disadvantage
when competing with Sourcefire and other IPS vendors that
create their own signatures.

e Reflex Security is a single-product company, which limits its
ability to attract channel partners and to respond to customer
“security solution” needs.

Sourcefire
Strengths

e Sourcefire has expanded from its IPS product line to new
products that extend IPS functionality. Real-time Network
Analysis (RNA) provides knowledge of endpoints, Real-Time
User Awareness (RUA) provides links to LDAP directories for
policy decisions based on the role users have. Sourcefire has
extended its appliance range, moving it into a better
competitive position against other purpose-built IPS vendors.

e The acquisition of ClamAV extends Sourcefire’s commitment
and visibility to the open-source community. Sourcefire runs the
Snort open-source project, which gives it a significant
competitive advantage over competitors that use the Snort
detection engine and/or rules.

e Customers like the visibility of what is inside the rules, the
interface provides considerable capability for customization and
tuning, and support generally isn’t tiered, which means quick
access to advanced technical support.

e Sourcefire’s education and consulting services receive strong
marks and enhance customer loyalty.




Cautions

e The options in the Sourcefire interface can overwhelm newer or
less-technical users.

e Although the Sourcefire Vulnerability Research Team (VRT)
develops most of Sourcefire’s IPS rules, users’ perceptions are
that only community Snort rules lead to exclusion from some
shortlists.

e Sourcefire’s stock is trading well below its IPO, which generally
causes distractions for management and the workforce.

StillSecure
Strengths

e Strata Guard is a low-cost, software-based product, making it
a good choice for SMBs or sub-Gbps placement points.

e Users like StillSecure’s viewable rules content, and the
integration with the VAM vulnerability management platform
product provides a link between vulnerabilities and remediation.

e StillSecure also offers products for NAC and vulnerability
management, as well as a software network platform that
includes modules for firewall and router/DHCP. StillSecure offers
Strata Guard Free as a free-of-charge IPS software product that
has capped throughput at 5 Mbps and can run in VMware.

Cautions

e The Strata Guard detection engine is based on Snort. This,
combined with a reliance on Snort signatures, puts Strata
Guard at a competitive disadvantage to Snort’s de facto
manager, Sourcefire. However, StillSecure does not often
compete directly with Sourcefire and has better opportunities in
the SMB sector.

e Some users report that Strata Guard requires greater ability for
customization. NAC has become the primary focus of
StillSecure, reducing its focus and competitive presence in IPS.

e StillSecure’s visibility in the Gartner client base is low.

TippingPoint

Strengths

e TippingPoint, a unit of 3Com, has the benefit of a large
installed base and significant investment in signature
development and vulnerability research teams. These
investments have enabled 3Com to close the gap and
compete aggressively with other leaders in signatures.

e The TippingPoint unit of 3Com has significant experience in the
IPS market and is highly visible on Gartner customers’
shortlists. TippingPoint’s IPS products have a broad model
range of purpose-built appliances, including high-throughput
options, and are known for low latency.

e Customers often cite ease of installation as a positive in
product evaluations, especially for deployments with many
devices. Clients also report that TippingPoint’s IPS products
require less effort required to deploy and manage than
competitive offerings.

Cautions

e The TippingPoint IPS business unit will change under the
proposed planned acquisition of 3Com by Bain and Company
and Huawei, with TippingPoint spinning out in an IPO or
becoming part of 3Com under Bain/Huawei ownership.

e 3Com has emphasized zero-day signatures, and although this
is valuable to a small percentage of enterprises, it alienates
others that don’t view this factor as valuable or that see it as
overshadowing the product’s other features.

Top Layer Networks
Strengths

e Top Layer Networks is a pure-play IPS vendor with a purpose-
built appliance. The 5500 IPS, recently updated to the 5500E
version, has good capabilities in denial-of-service prevention
and multidevice management.

e Users like the company’s focus on IPS and report strong post-
sales and technical support.

e The Network Security Analyzer reporting and forensics tool
provides capability that, for many competing solutions, requires
an additional SIEM or correlation product purchase.

Cautions

e Performance and low latency have been strong feature issues
in Top Layer’s deployments; however, the ASIC and platform
limit the ability of Top Layer to make significant changes to the
base product in the long term.

e Top Layer has lower visibility than other, purpose-built appliance
IPS makers on Gartner customers’ shortlists.

e Top Layer is a single-product company, which limits its ability to
attract channel partners and to respond to customer security
solution needs.

Vendors Added or Dropped

We review and adjust our inclusion criteria for Magic Quadrants
and MarketScopes as markets change. As a result of these
adjustments, the mix of vendors in any Magic Quadrant or
MarketScope may change over time. A vendor appearing in a
Magic Quadrant or MarketScope one year and not the next
does not necessarily indicate that we have changed our opinion
of that vendor. This may be a reflection of a change in the
market and, therefore, changed evaluation criteria, or a change
of focus by a vendor.



Evaluation Criteria Definitions

Ability to Execute

Product/Service: Core goods and services offered by the vendor that compete in/serve the defined market. This includes current
product/service capabilities, quality, feature sets, skills, and so on, whether offered natively or through OEM agreements/partnerships
as defined in the market definition and detailed in the subcriteria.

Overall Viability (Business Unit, Financial, Strategy, Organization): Viability includes an assessment of the overall organization’s
financial health, the financial and practical success of the business unit, and the likelihood of the individual business unit to continue
investing in the product, to continue offering the product and to advance the state of the art within the organization’s portfolio of products.

Sales Execution/Pricing: The vendor’s capabilities in all pre-sales activities and the structure that supports them. This includes deal
management, pricing and negotiation, pre-sales support and the overall effectiveness of the sales channel.

Market Responsiveness and Track Record: Ability to respond, change direction, be flexible and achieve competitive success as
opportunities develop, competitors act, customer needs evolve and market dynamics change. This criterion also considers the
vendor’s history of responsiveness.

Marketing Execution: The clarity, quality, creativity and efficacy of programs designed to deliver the organization’s message to
influence the market, promote the brand and business, increase awareness of the products, and establish a positive identification
with the product/brand and organization in the minds of buyers. This “mind share” can be driven by a combination of publicity,
promotional, thought leadership, word-of-mouth and sales activities.

Customer Experience: Relationships, products and services/programs that enable clients to be successful with the products
evaluated. Specifically, this includes the ways customers receive technical support or account support. This can also include ancillary
tools, customer support programs (and the quality thereof), availability of user groups, service-level agreements, and so on.

Operations: The ability of the organization to meet its goals and commitments. Factors include the quality of the organizational
structure including skills, experiences, programs, systems and other vehicles that enable the organization to operate effectively and
efficiently on an ongoing basis.

Completeness of Vision

Market Understanding: Ability of the vendor to understand buyers’ wants and needs and to translate those into products and
services. Vendors that show the highest degree of vision listen and understand buyers’ wants and needs, and can shape or enhance
those with their added vision.

Marketing Strategy: A clear, differentiated set of messages consistently communicated throughout the organization and
externalized through the Web site, advertising, customer programs and positioning statements.

Sales Strategy: The strategy for selling product that uses the appropriate network of direct and indirect sales, marketing, service
and communication affiliates that extend the scope and depth of market reach, skills, expertise, technologies, services and the
customer base.

Offering (Product) Strategy: The vendor’s approach to product development and delivery that emphasizes differentiation,
functionality, methodology and feature set as they map to current and future requirements.

Business Model: The soundness and logic of the vendor’s underlying business proposition.

Vertical/Industry Strategy: The vendor’s strategy to direct resources, skills and offerings to meet the specific needs of individual
market segments, including verticals.

Innovation: Direct, related, complementary and synergistic layouts of resources, expertise or capital for investment, consolidation,
defensive or pre-emptive purposes.

Geographic Strategy: The vendor’s strategy to direct resources, skills and offerings to meet the specific needs of geographies
outside the “home” or native geography, either directly or through partners, channels and subsidiaries as appropriate for that
geography and market.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


