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Proventia Server Intrusion Prevention System
Proventia Server Intrusion Prevention System for Windows

Jot vy Pentium 11 600 MHz LLE

Windows Server 2008 (EM64T, AMD64) (3%)
- Windows Server 2008 SP2 Standard Edition x86-64
- Windows Server 2008 R2 Service Pack 1 Datacenter Edition x86-64
- Windows Server 2008 SP2 Web Edition x86-64
- Windows Server 2008 R2 Service Pack Web Edition x86-64
* Windows Server 2008 R2 Service Pack 1 Enterprise Edition x86-64
- Windows Server 2008 R2 Datacenter Edition x86-64
* Windows Server 2008 SP2 Enterprise Edition x86-64
* Windows Server 2008 R2 Enterprise Edition x86-64
- Windows Server 2008 R2 Standard Edition x86-64
- Windows Server 2008 R2 Web Edition x86-64
- Windows Server 2008 R2 Service Pack 1 Standard Edition x86-64

Windows Server 2008 (32-bit) (3¢)
- Windows Server 2008 SP2 Standard Edition x86-32
* Windows Server 2008 SP2 Enterprise Edition x86-32
0os (x%) - Windows Server 2008 SP2 Web Edition x86-32

Windows Server 2003 (EM64T, AMD64)  (3%)
* Windows Server 2003 R2 SP2 Enterprise Edition x86-64
- Windows Server 2003 SP2 Standard Edition x86-64
- Windows Server 2003 SP2 Web Edition x86-64
- Windows Server 2003 R2 SP2 Standard Edition x86-64
* Windows Server 2003 SP2 Enterprise Edition x86-64
- Windows Server 2003 R2 SP2 Web Edition x86-64

Windows Server 2003 (32-bit) (3¢)
- Windows Server 2003 SP2 Web Edition x86-32
* Windows Server 2003 SP2 Enterprise Edition x86-32
- Windows Server 2003 R2 SP2 Standard Edition x86-32
- Windows Server 2003 SP2 Standard Edition x86-32
* Windows Server 2003 R2 SP2 Enterprise Edition x86-32
- Windows Server 2003 R2 SP2 Web Edition x86-32

Proventia Server for Windows (&, CO AT LEHZETI=9 0S HKXRD
VMware 75w b 74 —LELTEET HREREZYHR—LLET,

- VMWare ESX 3.5

- VMWare ESX 4.0

VMware
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- VMWare ESX 4.1

- VMWare ESXi 3.5
- VMWare ESXi 4.0
- VMWare ESXi 4.1

Microsoft @ 2/ —F &V 4/ — K49 S5 RX4E &, Microsoft Network Load
Balancing %% 7R—

256MB LIt (D7 TUHr—a v OREZITMZ T)
100MB

TCP/IP # k7 —% &4 (10/100/1000 Mbps Ethernet )

SiteProtector 2.0 Service Pack 8.1 LI E

(X) COVRATLEHIE, BRERBOYR—L0S TS5y b I7+—LERLTVWEYT, BEATHR— AR
EBEOTWB0S T35y hIH—AIZDWTIE, THHR— bRE/NA— 3 0K
(http://www.ibm.com/services/jp/jalit-services/iss-support-version-00.html ) ZSHB L T &L,
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VMware

Pentium 11 600 MHz Ll Lt
Windows Server 2008 (EM64T, AMD64)  (3%)

Windows Server 2008 Standard Edition with Hyper-V

- Windows Server 2008 Standard Edition without Hyper-V

- Windows Server 2008 Enterprise Edition with Hyper-V

- Windows Server 2008 Enterprise Edition without Hyper-V

- Windows Web Server 2008

- Windows Server 2008 Standard Edition (Core Installation)

- Windows Server 2008 Enterprise Edition (Core Installation)

Windows Server 2008 (32-bit) (3)

Windows Server 2008 Standard Edition

- Windows Server 2008 Enterprise Edition

- Windows Web Server 2008

- Windows Server 2008 Standard Edition (Core Installation)

- Windows Server 2008 Enterprise Edition (Core Installation)

Windows Server 2003 (EM64T, AMD64)  (3%)

Windows Server 2003 SP2 Standard Edition

- Windows Server 2003 SP2 Enterprise Edition
- Windows Server 2003 R2 Standard Edition
- Windows Server 2003 R2 Enterprise Edition

Windows Server 2003 (32-bit) (3¢)

Windows Server 2003 SP2 Standard Edition

- Windows Server 2003 SP2 Enterprise Edition
- Windows Server 2003 R2 Standard Edition

- Windows Server 2003 R2 Enterprise Edition

- Windows Server 2003 SP1 Standard Edition

- Windows Server 2003 SP2 Web Edition

- Windows Server 2003 SP1 Enterprise Edition

Windows 2000 Server (3¢)
- Windows 2000 Server SP4
- Windows 2000 Advanced Server SP4

Proventia Server for Windows (. SO R T LEHZE=3 OS HRD
VMware 75y b 7+ —LETEMET HIRBREEYHR—FLET,

- ESX 2.5.x

- ESX 3.x
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- VMware Server 2.x

Proventia Server for Windows (version 2.1.14.x XU Zh LU L) (. Microsoft
Virtual Server 2005 R2 75 v 7+ —L EDRBIRETHET 52RD 0S #
HR—FLET,
Microsoft Virtual Server - Windows Server 2003 SP2 Standard Edition (32 bit)
TR L 0OS i R—k (%) - Windows Server 2003 SP2 Enterprise Edition (32 bit)

- Windows Server 2003 R2 Standard Edition (32 bit)

- Windows Server 2003 R2 Enterprise Edition (32 bit)

- Windows 2000 Server SP4  (3%)

Proventia Server for Windows (version 2.1.14.x 8 XU Zn L) (. Windows
Hyper-V 4R k OS #/KR—k Server 2008 Hyper-V 75w b 74 —LEDRBEI L O TEETEZDIRT
LEBEHZ#T-9 0S #HHR—rLET,
Microsoft ISA Server ISA Server 2004 F7=I% 2006 & RIEFZA >R k—JLATAE,

Microsoft @ 2/ —F &V 4/ — K49 S5 RX4F &, Microsoft Network Load

I IRAUYZIME= RN A Balancing &% 7R— bk

AEY 256MB LIt (D7 TUHr—a v ORBEZITMZ T)
TARIVEE 100MB
*ry kI—=Y

tge TCP/IP v kT —%$&#t (10/100/1000 Mbps Ethernet )
ft
RDINYFDA VA C—ILDBILETT,
ZTDMDEH Windows2000
Update Rollup 1 for Windows 2000 SP4 (KB891861)

(X) COVRATLEHRE, HERRBHOYR—FO0S TS5y FI7+—LZRLTVWET, BEATYR— bR
EEDOTWDHOS T5 v hTA—LIZDVNTIE, THR— bRE/N—2 3 VK]
(http://www.ibm.com/services/jp/jalit-services/iss-support-version-00.html ) ZSHB L TL &L,

Proventia Server Intrusion Prevention System for Linux, Version 1.5.2

32-bit: Pentium Il 600 MHz LI E
64-bit: AMD64 FE7-I1% Intel EMGAT Ot vH Ll E

32-bit:

Red Hat Enterprise Linux (RHEL) 5.0 Update 6

Red Hat Enterprise Linux (RHEL) Advanced Platform 5.0 Update 6
Red Hat Enterprise Linux (RHEL) 6.0 Update 1

Red Hat Enterprise Linux (RHEL) Advanced Platform 6.0 Update 1
SuSE Linux Enterprise Server (SLES) 10 SP4

SuSE Linux Enterprise Server (SLES) 11 SP1

JO+t v

0S
64-bit:
Red Hat Enterprise Linux (RHEL) 5.0 Update 6
Red Hat Enterprise Linux (RHEL) Advanced Platform 5.0 Update 6
Red Hat Enterprise Linux (RHEL) 6.0 Update 1
Red Hat Enterprise Linux (RHEL) Advanced Platform 6.0 Update 1
SuSE Linux Enterprise Server (SLES) 10 SP4
SuSE Linux Enterprise Server (SLES) 11 SP1

Red Hat Enterprise Linux (RHEL) 5.0
0 2.6.18-8.ELS5 (including PAE kernel)
0 2.6.18-53.EL5 (including PAE kernel)
0 2.6.18-92.ELS5 (including PAE kernel)
0 2.6.18-128.ELS5 (including PAE kernel)
0 2.6.18-164.ELS5 (including PAE kernel)
0 2.6.18-238.ELS5 (including PAE kernel)
Red Hat Enterprise Linux (RHEL) 6.0
0 2.6.32-131.0.15.EL6 (including PAE kernel)
0 2.6.32-71.EL6 (including PAE kernel)
SuSE Linux Enterprise Server (SLES) 10
0 2.6.16.46-0.12 (default, smp, bigsmp)

Kernel
IN—3 3 2 (32-bit) *
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0 2.6.16.60-0.21 (default, smp, bigsmp)

0 2.6.16.60-0.54.5 (default, smp, bigsmp)

0 2.6.16.60-0.85.1 (default, smp, bigsmp)
SuSE Linux Enterprise Server (SLES) 11

0 2.6.27.19-5 (default, pae)

0 2.6.32.12-0.7 (default, pae)

Red Hat Enterprise Linux (RHEL) 5.0
0 2.6.18-8.EL5 (including PAE kernel)
0 2.6.18-53.EL5 (including PAE kernel)
0 2.6.18-92.ELS5 (including PAE kernel)
0 2.6.18-128.EL5 (including PAE kernel)
0 2.6.18-164.EL5 (including PAE kernel)
0 2.6.18-238.EL5 (including PAE kernel)
Red Hat Enterprise Linux (RHEL) 6.0
Kernel 0 2.6.32-131.0.15.EL6 (including PAE kernel)
IN— 3 2 (64-bit) * 0 2.6.32-71.EL6 (including PAE kernel)
SuSE Linux Enterprise Server (SLES) 10
0 2.6.16.46-0.12 (default, smp, bigsmp)
0 2.6.16.60-0.21 (default, smp, bigsmp)
0 2.6.16.60-0.54.5 (default, smp, bigsmp)
0 2.6.16.60-0.85.1 (default, smp, bigsmp)
SuSE Linux Enterprise Server (SLES) 11
0 2.6.27.19-5 (default, pae)
0 2.6.32.12-0.7 (default, pae)

Buffer Overflow Exploit Prevention 32-bit: Eil® 32-bit kernel /N\—L3 TBOEP avR—RU b HR—bEnE

o -g-o
BOEP H~—
(BOEP) Hah—F 64-bit: BOEP a>R—=a k& 64-bit kernel ZHHR—kLEB A
Proventia Server for Linux [&. Fs2®DVMware TS5y TI+—LDREI VT

VMware %X ~ OS HH— k EITSINTWSERDN—230 DARL—T10T VRATLE KemelEzHHR—k

LE9:
ESXi 4.1
*EY 256MB LIt (D7 TUHTr—a v ORBEZIZMAZ T)

SUTMN—T 43D
® 200MB DEZHFENLETT,
BHEDON—FT14230DTI:
® 9OMB DEZRENA VAL—I TaLYNIDINN—TFT4a> (T
Z 4L bk lopt/ISS) [CHETT,
® 100MB DZEEREM Nartmp N\—TFT 4 3 VIZHETY,
® 10MB DEEAEREM /usrisbin /S—F 4 a3 VIZHETY,
v b7 —0 Rk TCP/IP v kT —% $&#t (10/100/1000 Mbps Ethernet )
Red Hat Enterprise Linux (RHEL) 5.x
o Apache 2.0.x
o Apache 2.2.x
Red Hat Enterprise Linux (RHEL) 6.x

o Apache 2.2.x
SSLAVARY LIV H SuSE Linux Enterprise Server (SLES) 10 SP4
H7R—k9 % Web Server o Apache 2.0.x
o Apache 2.2.x
SuSE Linux Enterprise Server (SLES) 11 SP1
o Apache 2.2.x
5¥:SSL 4 Y ARY L 3 UlE, 64-bit /8A— 3 D Apache TlEHHR—kEh

1
A
AN
3
s
Helo

TWEHA,

SELinux H1R—k SELinux Z#&%11Z L 1= Red Hat Enterprise Linux [ZHHR—kEhFEzEA,
ROINVT—ONORTLEIZHEETSHIL:
® sharutils

TOMDEH o iptables

® m4 (GNU macro processor)
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RHEL 6.0 IZ2DLVTIl&. 64 bit @ Proventia Server [XELT®D 32 bit 54 TS5 1)
— DR TLIZFEET DRENHY FT:

- glibc.i686

- libstdc++.i686

- libgcc.i686

- zlib.i686

F1=. Proventia Server [ 4 T« 7 POSIX Threading Library (NPTL) ® X

LyT142y - ETLHRBRETY,

" RDFETHERE L TLZEL, ‘getconf GNU_LIBPTHREAD_VERSION® %3

TLTLESL, 20T Y FA NPTLxxx BRI DBENHY F7,
*Kernel /N\—2av®iEE R Kernel /N\—23 (35 E . Buffer Overflow Exploit Prevention (BOEP) €2 a—)L
[COHFELFET, Z<DIHFE.Red Hat *> Novell BJ)—RF 5B, KYUFHLLVI—32 D kernel (& Proventia
Server for Linux D#EEDMMD IR ZIEEEEZEZF A BHOTI=HIL HR—FDAEICKY. KYFLLY,
HLLEHR— R ERND Kernel N—23>OEBEDBETHLHEMY DTSN TzIHGE . Y R—rSh TS/ —
23D Kernel # RT3 ENBELLDIGEENHYET,

Proventia Server Intrusion Prevention System for Linux, Version 1.5

32-bit: Pentium 11 600 MHz LI E

64-bit: AMD64 FE7=[E Intel EM6AT TR+t vHLE
32-bit:

Red Hat Enterprise Linux (RHEL) 5.0 BS Updates 3-4
Red Hat Enterprise Linux (RHEL) 5.0 AP Updates 3-4
Red Hat Enterprise Linux (RHEL) 4.0 AS Updates 6-8
Red Hat Enterprise Linux (RHEL) 4.0 ES Updates 6-8

Jotyvy

OS
64-bit:
Red Hat Enterprise Linux
Red Hat Enterprise Linux

RHEL) 5.0 BS Updates 3-4
RHEL) 5.0 AS Updates 3-4
Red Hat Enterprise Linux (RHEL) 4.0 AS Updates 6-8
Red Hat Enterprise Linux (RHEL) 4.0 ES Updates 6-8

Red Hat Enterprise Linux (RHEL) 5.0 BS/AP
0 2.6.18-128.EL5 (PAE kernel &)
02.6.18-164.EL5 (PAEET))

Red Hat Enterprise Linux (RHEL) 4.0 AS/ES
o 2.6.9-67.EL (up, smp, hugemem)

o 2.6.9-78.EL (up, smp, hugemem)

o 2.6.9-89.EL (up, smp, hugemem)

Red Hat Enterprise Linux (RHEL) 5.0 BS/AS
0 2.6.18-128.EL5
02.6.18-164.EL5
Red Hat Enterprise Linux (RHEL) 4.0 AS/ES
0 2.6.9-67.EL (up, smp, largesmp)
0 2.6.9-78.EL (up, smp, largesmp)
0 2.6.9-89.EL (up, smp, largesmp)
Buffer Overflow Exploit Prevention ?_;E-bn: £k 32-bit kernel /A—232 TBOEP aViR—RU kA HR—bEhFE
BOEP) H#/R— ° . .
( ) o= 64-bit: BOEP a>iR—= k& 64-bit kernel ZHR—kLEH A,
Proventia Server for Linux (&, Fi2®DVMware F5vrI7+—LDRETI VT
RIS TWSLERD/N—2a> DA RL—T125 VAT LE KemnelEHHR—k
VMware X b OS H7R— k LEd:

—~ o~~~

Kernel
IN—3 3 2 (32-bit) *

Kernel
IN—3 3 > (64-bit) *

ESX 3.5.x
ESX 4.0
AE) 256MB Lt (thd7 TV Hr—> 3 DREEITINAT)
TARYVBE SUTMN—T 43D
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® 200MB MZE=ZF=EINNETT,
BHEON—T14230DTI .
® 9OMB DEZXBENAI VAL F4LI L IDON—F 13> (T
T AL L Jopt/ISS) IZWHETY,
® 100MB DZEEREM Nartmp /A—FT 4 3 VIZHETY,
® 10MB MDEEAREM /usr/sbin /IX\—F 4 > a3 VIZHETY,

;;%; F=2 TCP/IP %y k7 —% ##t (10/100/1000 Mbps Ethernet )
L
Red Hat Enterprise Linux (RHEL) 5.x BS/AP
o Apache 2.0.x
o Apache 2.2.x
SSLAVARY aVE Red Hat Enterprise Linux (RHEL) 4.x AS/ES
H7R—k9 % Web Server o Apache 1.3.x
o Apache 2.0.x
E:SSL 4 VAR 3 UlF, 64-bit /A—2 3 D Apache TIEHR—FEh
TWFEHA,
SELinux . e . . o
Fo—h SELinux #&%1IZ L 1= Red Hat Enterprise Linux [ZH7/R— k&EhEEA,
RDINTF—DO WO RTLEICHEETSHIE:
® sharutils
® iptables
® m4 (GNU macro processor)
TORDES F1=. Proventia Server [ 4 T 4 7 POSIX Threading Library (NPTL) ® X

LyT142y - ETLHRBETY,

- RDFEETHER L TL S, ‘getconf GNU_LIBPTHREAD VERSION® %2

FLTLESL, Z0avy FA NPTLxx.x I RIMBEAHY £9,
*Kernel /N\—2av®iEE R Kerel /N\—23 (358 E . Buffer Overflow Exploit Prevention (BOEP) €2 a—)L
IZOAFELFET, 2{DIHEE. Red Hat ¥ Novell HA))—XF 5, KYFLLV/N\—23> D kernel [ Proventia
Server for Linux DEEEDMD IR ZIEIHEEXZEZFEA BHDTIZHIL HR—FDOAEIZKY., KUFFLLY,
HLLEYR—bRAERSND Kernel N—3>DEBEDBBETHSEUY D IFEINTIGE . HR—rSN TS/ —
23> M Kemel #ERTAENRELLDIEENHYET,
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